
Bank Smart: 
Protecting Your Business from Cyber 

Fraud
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Presentation Notes
Good morning everyone! I'll start off by sharing my screen today, As you are aware I am here to talk with you about protecting your business from cyber fraud, I will also be walking through one of the more common attacks used to target small businesses. 
But before we get started a little housekeep




Disclaimer

The views, content, best practices and examples shared in this 
presentation are for informational purposes and should not be considered 
legal advice.
Examples of cyberattacks and fraud provided herein have been sourced 
from publicly documented research, news articles, and industry trends and 
are not necessarily based on specific Kennebec Savings Bank customers. 
Any resemblance or similarity is purely coincidental.
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I am here today to provide examples you can find in the news
and to talk a bit about what's happening with today's cyber landscape, 
however I am not a legal professional, this is not legal advice.

All information discussed today will consist of publicly available information. The information is not based on specific Kennebec Savings bank customers. Any resemblance or similarities are purely coincidental 




2025
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I believe, 2025 has highlighted that Cyber attacks, aren't just something Maine communities read about in the news. 

The idea "this will never happen to me" and "We're to small to be a target" can be deeply engrained, often it takes a wake-up call before the risk resonates with us. 




Cyber Threat Landscape

Small Businesses Are in the Crosshairs

43%
of cyberattacks 

target small 
businesses

18%
filed for bankruptcy 

following a 
cyberattack

14%
feel they are 

adequately prepared 
to defend themselves

SBA.gov
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Poll – For those of you able and willing to participate, we will be opening a poll, please take a second and respond to if you can.

Small businesses are a favorite target for cyber criminals.
43% of attacks target small businesses.
Why? Surely there is more value potential for an attacker to target Large company such as Google or Facebook right?
Here is one reason: - CLICK
When surveyed, only 14% of small businesses feel they are ready to defend themselves from an attack. Looking at the results coming in from the poll, It appears our attendees are XXX
In that same survey and Worse of all: CLICK
nearly 1 in 5 businesses file for bankruptcy following a cyberattack.
. This slide paints a dark picture of the reality for many small businesses: �However, a shining light arises with understanding and preparation

https://www.sba.gov/blog/2023/2023-09/cyber-safety-tips-small-business-owners


Business Email Compromise

Presenter
Presentation Notes
We shared during our previous BankSmart presentation that The FBI states BEC caused roughly $55 Billion in damages over a 10-year period.

Its also is one of the most common attack vectors criminals use to attack small businesses.

For an attacker compromising an email account can be the sole target of the attack or a just a stepping stone in a larger attack.

These next slides focus on the steps an attacker may take to execute a Business email compromise.��In reviewing these steps, I hope we can better understand how to detect and protect against BEC.




Identifying the Target

How attackers choose a target?
• Availability
• Authority
• Assets
• Awareness

Data Aggregation and Artificial Intelligence

Anything you share can and will be used to phish you!
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Step 1 - Identify
First the attacker must choose a target.
Attackers are leveraging many different mechanisms for choosing who to target, They may set "lie and wait traps", or they may proactively target an individual. However, they typically choose a target based on the 4 "A's"
Availability - Is there publicly available data they can exploit? Think: LinkedIn, Facebook, Websites, Prior Data breaches 
Authority – Does the target have the authority to approve or request actions such as wires or transfers?
Assets - Does the target's business house valuable data?
Awareness - is the organization likely to train their users? Or have other protections?
Data Aggregation and Artificial Intelligence
More and more the biggest reason an attacker chooses a specific target is the level of available information.

If an attacker only has a name, email address, or company, how are they finding other sensitive information?

Attackers are leveraging information exposed across multiple Sources and breaches in attempt to gather a holistic view of their chosen target. 
Using aggregation tools and AI, with only a name or email address, they can search the Aggregation database for all other breaches which contained information regarding that name or email address. Building a in-depth profile on their target.



Phishing & Social Engineering

What is the Attacker after?
• Credentials to the Target’s Email

How do they get what they want
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Step 2 – Social engineering

Using the information gathered in step 1, the attacker launches Phishing, Vishing, and other social engineering tactics to gain the access to the targets email.
How do they get what they want?
Phishing isn’t just about suspicious emails - it comes in different forms, and each type targets a different human behavior. 
Click
More than half the time, attackers are crafting their phishing emails to include Malicious links.
These links, Most commonly, appear to direct the user to Outlook, Gmail, or Secure Mail Portals, But the attacker, redirects the user to their own hosted version of the destination designed to steal your login information.
They often take it a step further and match company branding on these fake pages.




Information Exchange

The Human Element
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Step 3 – More than half of breaches require someone to unknowingly aid the attacker.

The unknown aid we refer to as the Human element, This can be things such as:
Failure to follow security procedures
Clicking malicious links or attachments
Entering sensitive info into fake portal
Sending an email back with sensitive info

Training and awareness is most often effective at preventing BEC and other attacks when it focuses on providing education in areas where attackers rely on the human element

https://www.verizon.com/business/resources/infographics/2025-dbir-infographic.pdf



Transfer (The Final Blow)

Money or Data Theft:
• Fake Invoices
• Unauthorized ACH and Wire Transactions
• Payroll redirection
• Stealing valuable data they can sell

Phishing of Customers and Vendors
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Step 4: The Transfer (The final blow)

Once the attacker has compromised the email account, they commonly move to steal Money or valuable data.
	Leveraging the targets legitimate email account to authorize fake invoices, Wire transfers and more.
�But the attack doesn’t end there�Once the attacker executes their plans to steal money or valuable data, They often restart the BEC cycle, using the compromised email account to social engineer customers, vendors, and others at the organization.

Business email Compromise is a scary situation with disastrous consequences for those affected. 
Better understanding of these attacks is a critical step in avoiding this reality. So let's look at a real world example.



Real Examples

Situation: A compromised customer contacts bank staff requesting a new user for their online banking. The new 
user then requests a wire transfer and asks to increase daily limits to process an “urgent” payment.

• Mitigating factor: Performing a callback to confirm directly with the business.

Situation: A compromised vendor emails a business, claiming their payment instructions have changed, and 
provides a new routing and account number for future ACH transfers.

• Mitigating Factor: Establish procedures to validate payment instructions before remitting funds.

Situation: A school district was successfully socially engineered into changing the bank account information for 
a known vendor. Months later, they receive a legitimate $1 million invoice from a construction company and 
unknowingly processed the payment to the fraudster’s account.

• Sound Familiar? 
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For these examples, I’ve curated a list of common scenario’s: Each of which we have seen impact our customers.��In the First situation: A compromised customer contacts bank staff requesting that a new user be added to their accounts. The new user then requests a wire transfer and asks to increase daily limits to process an “urgent” payment.

Most often, situations like this can be mitigated by preforming a callback to confirm directly with the business,. 
Remember when preforming a call back its crucial to use an independent channel, not included in the email. Attackers often will change the phone number in the email.��In the second situation: A compromised vendor emails a business, claiming their payment instructions have changed, and provides a new routing and account number for future ACH transfers.�	Once funds are remitted, the process can be very difficult or impossible to retrieve the funds. That is why it’s important too establish procedures that require the validation of payment instructions before remitting funds.��In the third situation: A school district employee was tricked into changing the bank account information for one of their usual vendors. Months later, they receive a legitimate $1 million invoice from a that same vendor and unknowingly processed the payment to the fraudster’s account.
	Sound Familiar? Click 
	that’s because this happened earlier this year to Bar Harbor School’s District��While it can be hard to determine exactly what happened to cause these situations to occur, the signs of Business email compromise are present. Click



Business Email Compromise
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Let’s look back: 

Step 1 - Identifying the target, Step 2 - Social engineering to gain Credentials, Step 3 - the exchange of those credentials.

3 out of 4 of these steps can be bypassed if the attacker already has the targets Login credentials….



Multi-Factor Authentication

Passwords alone do not offer enough protection
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Passwords, Credentials, and other Login information are among the most common items stolen and sold amongst cybercriminals.��Credential theft surged in 2025, This ensures it will continue to be a leading initial attack vector. 

Passwords are like locking the door to your business, Locks can be picked, and your keys can be stolen! As you can see, the keys are being stolen at an alarming rate.��We must understand that Click: 
Passwords alone do not offer enough protection. We must do more to protect ourselves and our businesses 



Multi-Factor Authentication

Best Practices

• Lock all your doors - Enable MFA 
for all user and systems

• Educate Employees on how MFA 
works and why it matters

• Use strong MFA methods - Email vs 
Authenticator app
• Never share a One-Time Code
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If a password is the key to the lock on your door, then Multi Factor Authentication is the Deadbolt and security system.. 

Applying this analogy, we must ��Lock all the doors, not just the front door.
�Educate users – MFA is only effective if used correctly!

Use strong MFA methods
While receiving a one-time code to your email is a common method of MFA. It can be useless If an attacker has already compromised your email.
Adopting Authenticator apps such as Google Authenticator, Cisco Duo, and OKTA are a far stronger method. 
�




Important Takeaways

• Protect - Lock all your doors - Enable Multi-Factor 
Authentication (MFA) for all users and systems.

• Prepare - Security Awareness Training  - Focus training on areas 
where attackers exploit the human element.

• Prove - Trust, but verify – Always confirm unusual requests 
through a second, independent channel. Ideally, verify requests 
by contacting the organization using a known, public phone 
number.
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To wrap up: I’d like to lookback and highlight the 3 important takeaways from todays presentation. ��Protect your businesses by enabling MFA 
�Prepare – your employees with security training that focuses on areas where attackers aim to exploit the human element

Prove – When in doubt, pick up the phone! Always confirm unusual or critical requests though a second independent channel, Ensuring you use a trusted phone number!



Questions?



What KSB is doing

1. Continuous Monitoring for Unusual Activity in 
Digital Banking 

2. Regular Upgrades to Ensure Latest 
Functionality and Security of Digital Products

3. Transaction Limits to "right-size" for 
transactional needs vs potential exposure

4. Call Back Verifications on ACH and Wire 
Transactions
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Continuous Monitoring for Unusual Activity in Digital Banking 
MFA prompts for unusual location, time, transaction activity
Regular Upgrades to Ensure Latest Functionality and Security of Digital Products
By keeping up to date with our vendor and third party upgrades, we ensure that all security patches and functionality are at industry best practices and addressing current trends and threats
Transaction Limits to "right-size" for transactional needs vs potential exposure
Limits ensure that unusually large transactions can't sneak through
Call Back Verifications on ACH and Wire Transactions
When transactions create an anomaly or raise a red flag to us, we will pump the brakes before letting a transaction go out the door to make sure that you're sure



What you can do

1. Never reuse or share passwords across work-related 
accounts.

2. Require Multi-Factor Authentication on Login
3. Train Employees to Spot Red Flags
4. Enable Dual Control
5. Regular User Access Reviews
6. Set Transactional and/or User Alerts
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*Poll*
Don't reuse passwords (yourself) and don't share credentials with others
One user, one unique password
Use a password keeper app to create complex passwords and save them
2. Use Multi-Factor Authentication (MFA)
Add an extra layer of protection to email accounts — even if passwords are stolen, accounts stay secure

3. Train Employees to Spot Red Flags
Unexpected payment requests
Urgent or secretive tone
Asking for sensitive account information
Slightly altered email addresses (e.g., john@examp1e.com)
What to do: Verify Requests Outside of Email
Always confirm financial or sensitive requests via phone or in person with a known contact
Have a way of verifying identify – we use security questions for subusers that must be answered on first login
What else? Use Strong Email Security Tools
Spam filters, anti-phishing tools, and domain protection
External Email Notifications
4. Enable dual control 
Don't leave it up to one person if you can
Have a check and a balance – One person inputs, the second person checks for accuracy (right account, right amount, right date, etc)
5. Regularly Review & Update Access Controls
Limit who can initiate payments or access sensitive info
"Minimum Adequate Access"
6. Set Transactional and/or User Alerts
Alerts via email, SMS, or push notification if you're an app user
Transactional Alerts can be set based on dollar amount, description 
Balance Alerts 
Online Access Alerts can tell you when your username has logged in
Note: this will also fire when your login is used for QuickBooks, Venmo, etc



Two-Factor Authentication
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Found under Tools & Services > Settings, the Security tab offers the ability to update username, password, enable MFA at login, and manage MFA methods
Always have at least 2 MFA methods enabled – By keeping a backup available, you can get a code delivered in the event of network delays and other hiccups





Enabling SMS for Alerts
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Found under Tools & Services > Settings > Contact, you’ll need to tell the system when phone numbers can receive SMS Alerts. Start by clicking the edit pencil for the phone number, check the “I would like to receive SMS text messages” and save. You’ll first be prompted for MFA because you’re changing your digital banking profile. Once you pass the MFA, you’ll receive a code via text (alphanumeric) that you’ll need to type in to confirm that the number can accept texts. 



Alerts
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Found under Tools & Services > Alerts, KSB offers a variety of informational alerts. Some alerts are enabled and locked, for example, General Alerts – those will be sent if you change your password or update contact info. If you ever get one of those alerts and it wasn't you, contact us immediately!

Optional alerts can be enabled for email, SMS, or push notifications. These can be useful for staying informed about transactions and balances. Please note that Account Alerts are based on daily processing and are not real time. 



Alerts
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We also offer business specific alerts based on services that you use. One particularly helpful alert is to Receive an Alert When a Payee has changed. This will text/email you when a payee is updated which could be really helpful in intercepting one of those fraudsters asking to update account number by drawing attention to the change. 



Cyber Resources

Cyber Guidance for Small Businesses | CISA

Free Cybersecurity Services & Tools | CISA

Strengthen your cybersecurity | U.S. Small Business Administration

Cybersecurity for Small Businesses | Federal Communications 
Commission

Security Priorities 2025 | Info-Tech Research Group

Small Business Cybersecurity Corner | NIST

https://www.cisa.gov/cyber-guidance-small-businesses
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.sba.gov/business-guide/manage-your-business/strengthen-your-cybersecurity
https://www.fcc.gov/communications-business-opportunities/cybersecurity-small-businesses
https://www.fcc.gov/communications-business-opportunities/cybersecurity-small-businesses
https://www.infotech.com/sem/lp2/security-priorities-2025?utm_source=bing&utm_medium=cpc&_bt=80951674641166&_bk=cyber%20threat%20protection&_bm=b&_bn=o&_bg=1295225871387664*&utm_campaign=Security%20Priorities&utm_term=cyber%20threat%20protection&utm_content=2025%20Security%20Priorities%20-%20Cyber%20Security
https://www.infotech.com/sem/lp2/security-priorities-2025?utm_source=bing&utm_medium=cpc&_bt=80951674641166&_bk=cyber%20threat%20protection&_bm=b&_bn=o&_bg=1295225871387664*&utm_campaign=Security%20Priorities&utm_term=cyber%20threat%20protection&utm_content=2025%20Security%20Priorities%20-%20Cyber%20Security
https://www.infotech.com/sem/lp2/security-priorities-2025?utm_source=bing&utm_medium=cpc&_bt=80951674641166&_bk=cyber%20threat%20protection&_bm=b&_bn=o&_bg=1295225871387664*&utm_campaign=Security%20Priorities&utm_term=cyber%20threat%20protection&utm_content=2025%20Security%20Priorities%20-%20Cyber%20Security
https://www.nist.gov/itl/smallbusinesscyber

	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22

