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Disclaimer

The views, content, best practices and examples shared in this 
presentation are for informational purposes and should not be considered 
legal advice.
Examples of scams and fraud provided herein have been sourced from 
publicly documented research, news articles, and industry trends and are 
not necessarily based on specific Kennebec Savings Bank customers. Any 
resemblance or similarity is purely coincidental.
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Business Email Compromise

~$55B over 10 years
• Accounts payable scams
• Fake invoices
• Wire transfer fraud
• Online account takeover



Organizations reported 
attempted or successful 
payments fraud in 2024

2024 Association for Financial Professionals (AFP) Payments Fraud & Control Survey

Of those, 63% 
reported check fraud





The Payments Landscape:
Check Fraud is Exploding

+385%



USPS Mail Theft

76 out of 84 postal facilities
across 25 states were found to have untracked or 
unsecured master keys (for collection boxes, etc)



What’s in a Check?

John Q Doe
Jane Z Doe    
100 Somewhere Street, PO Box 99
Augusta, ME 04330

… and there …

… and there .. 

Handwriting sample here

… and  

… everywhere ... 

Bank

Check Number Range

What isn’t in a Check?

Your Account Number

Personal Info Your handwriting

Signature Sample



Case Study:
Check Washing

• Steal your mail 
• Wash everything except the 

signature using household 
chemicals

• Rewrite the check to any payee 
for any amount 

• Deposit it digitally



Case Study:
Digital Check Alteration

Check was digitally altered in less than 45 seconds by a person with no special expertise, 
using no special software. And it would clear the account for the correct amount and check 
number, which may take a lot of time for the business to realize it had been altered

Jessica J Norton



• Loaded with information
• Significant float time
• Easier to slide counterfeits and alterations past monitoring and systems
• Feel formal if they’re business checks
• Often attached to business accounts with large balances, as consumers 

aren’t writing checks as much anymore and it continues to decline

Why checks?



Check & Mail Fraud: 
How Do I Avoid It?

• Set up account alerts
• Use gel pens for handwritten 

checks
• Limit your check writing by using 

ACH or wire services
• Monitor your accounts (including 

check images) and report issues 
immediately

• Enroll in positive pay services with 
payee match



2024 Association for Financial Professionals (AFP) Payments Fraud & Control Survey

Why ACH?

• Only need your bank routing number and account number
• Debits clear quickly and some only allow for 2-day return windows
• They’re counting on businesses to not notice the fraud until it’s too 

late to recover funds



Positive Pay: 
A service where you can monitor, validate, and 
manage check and electronic payments (ACH 
debits) from your accounts, with configurable 
filters and blocks.



Your business 
issues checks

People and 
businesses 

receive them

You load 
check data 
into online 

banking
Make “pay or 

return” 
decisions on 
exceptions

Checks are 
negotiated/deposited

Checks clear 
through the 

Federal 
Reserve

… and return to KSB for payment

Tellers confirm 
before cashing



Make “pay or 
return” 

decisions on 
exceptions

They clear 
through the 

Federal 
Reserve

… and are sent to KSB for payment

Optionally add approved 
lists, frequencies, dollar 
limits, and more

Electronic debits 
are initiated at a 

financial 
institution

Sent to 
Positive Pay



Over $520,000

Over $2.6 Million

Returns from KSB PositivePay in 2025



Q&A



• Gives you control
• Automates daily review
• Prevents losses due to duplicate or unauthorized transactions 
• Configurable ACH filters
• Compares checks clearing against your account with issuance upload
• Ensures timely account review, as there is often a strict 2-day return 

window for business transactions
• Simple reports for research and account reconciliation

Positive Pay Benefits 



Demonstration 
with fictitious 

business



Notifications via Text 
and Email


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22

